ITAMSITKA
MHPOPMAIIUS 0 BUIAX U CII0CO0aX MOIIEHHUYECTB U HHBIX [IPECTYIUIEHHUI,
COBEPIIAEMBIX ¢ UCIIOIB30BaHUEM UH(DOPMAITOHHO-TEIIEKOMMYHHKAIMOHHBIX
TEXHOJIOT U

Kak He cTaTh XepTBOH «MOOHIBPHOI0» MOIIIEHHHYECTBA

3MOyMBIIIIEHHUKH MOTYT 00paTtuThest K Bam:

- IO0A BHUIAOM COTPYJHHMKOB IIOJHLMH, O HApPyIICHHH WX ONM3KUMH
POJICTBEHHMKAMH 3aKOHOB, C LIETBIO Ilepefaud BaMu JeHeXHBIX CPEeNCTB depes
IIOCPEIHUAKOB, THOO IEepeBOA HX dYepe3 TEepPMHHAIbI OIUIATHI JUIS pa3pelIeHHs
CJIOJKUBIIUCS CUTYaLUU.

He nponomxkalite pa3roBop, He NO3BOJISIATE ce0sl yOenuTs.

Bawm 3BonuT MomenHuk! O6paTHTECh B IOTHIHIO!

- 0 6;1oKMpOBKE OAaHKOBCKOM KapThI IfyTeM pacChUIKH SMS-coobenuii, a Tak
e O IIepeBOojJie IEHEXHBIX CPeACTB 3a IOKYIIKY TOBapa IO OOBABICHHIO U
HOCIENYIOMEr0 MH(POPMUPOBAHUA O HEOOXOAUMOCTH JaIbHENIIIEro BBEICHUS psaa
KOMaH/I.

Bawm 3Bonut Momennuk. He npegocTaBisiiTe 3710yMBIIIIEHHUKAM CBEIECHUS
o Bameii kapre. Obparutecs B 6aHK, oOcmyxuBatonuii Baury 6aHKOBCKY!0 Kapry,
B Oanke Bam momoryT pemuts Barny mpobiemy.

- 0 coobmennu BaMm, k005l U3 IOMMKIMHUAKYA Wik OONBHHUIE, 9TO Y Bac wim
y Bammx poJicTBeHHUKOB OOHApy>XWIH CTPAIIHBIH JUArHO3 M YTOOBI BBUICYHTH
00J1e3Hs HEOOXOUMO MIEPEBECTH ACHBIH 32 JIEKAPCTBA.

ITpepeure pasroBop. Bam 3BOHUT MomIeHHUK. MEIUIIMHCKOE yUpeXIeHHe
IPUHUMAET IeHEXKHBIE CpeJICTBa I0CTe 3aKII0YeHUs COOTBETCTBYIOIIETO IOTOBOPa
B IIMCBMEHHOM BHje, IIpu Bamem nuyHoM npucyrctBud. CBspkuTech ¢ Bamum
POACTBEHHUKOM, II03BOHUTE B OOJIEHUILY.

He coobmaiite nHGOpMAaIuio 1o Bameld 0aHKOBCKOM KapTe ¥ HE IIEPEBOIKUTE
JeHeXXHBIe CpeJIcTBa MOIIEHHUKAM.

ObpaTtutech B MOTULHIO!

- 0 nomyueann CMC-coobiieHuid ¢ HEM3BECTHBIX HOMEPOB O BBHIMTPAHHOM
npuse, ¢ MPOCHOOH ITOJIOKUTH ACHBIY Ha TelleOH, WIM BEepHYTh JAEHBIH, TaK KaK
OHM OBUTH ITepeBeeHbI OIIMO0YHO.

Jto ooman! He oTBedaiite Ha cooOleHne, He MpUchUIaliTe HHPOPMAIIHIO 110
KapTe U He MEePeBOIUTE JACHEKHBIX CPE/ICTB.

L.

HukoMy Henmp3s coOOIIATh PEKBU3UTHI CBOEH OAHKOBCKOW KapThl, B TOM
qHClIe COTPYIAHUKY 6aHka, 06 3TOM Bcerga HHGOPMHUPYIOT OaHK IMPH MOJIyYEHUU
nmapoJisi K KapTe, B IOCIEJACTBHM HEOOXOAMMO JTUYHO OOpaTHThCA B Onvkaimee
oTaeNeHre OaHKa, C MEJIbIO BRISICHEHUS BOZHUKIINX IIpobiieM ¢ 0aHKOBCKOH KapTOH.

Z.

PaznuaHble KOMIIEHCAI[MM BBIIUIAYMBAIOTCS TpakJaHaM TOJNBKO IPU HUX
JIMYHOM MMUCHMEHHOM O0palieHuy, HUKaKUX IIPOLIEHTOB 3a BBIILIATY KOMIICHCALUU
IUTATUTH HE HAJO.

3TO MOILIEHHHK!
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Hacrosmuit Bpad HUKOT/a He OyJeT 3BOHUTE BaM 110 Teae(oHy U cooOIaTh
O CTpAIlTHOM JMarH03¢e MM IPOCHUTH IIEPEBECTU IEHBI'M 3a JIEKapCTBa.

4.

B ciyuae nonyuyenus CbC- cooOmeHnit ¢ HeM3BECTHBIX HOMEPOB, IOMHUTE
5T0 MomeHHuKH! YenoBex HEe MOXET BBIMIPATh IPU3 HE YYacTBYsl B JIOTEpEsX,
poncTBeHHUKH He 6yayT BeIckLIaTh CMC-co001IeHns ¢ HEU3BECTHBIX HOMEPOB.

3T0 MOIIEHHUKH !

Kak He cTaTh xepTBOI MOIIEHHIYECTBa, UCIIONIB3Ys ceTh FIHTepHeT.

370yMBINUIEHHHUK, C LEJIbIO XUINEHHs! BallllX JCHEKHBIX CPEICTB, pa3MeNaeT
B ceTu MIHTEpHET 00BABIICHHE O ITPoaXKe KaKoro-mbo oobexra (TenedoH, MalIinHa,
KBapTHpa) 110 3aHIKEHHOH IIeHe M OCTaBIsEeT CBOM KOHTAaKTHbIE ZaHHBIE. Ilocie
TOro, Kak Bel cobupaerech mpuobpecT TOBap, CBA3LIBAETECH C MOIIEHHUKOM, OH
coo0maeT, 4To /I MOKYIKH HE0OX0ANMO BHECTH IIPeAoIUIaTy (Ha pacYeTHBIN CYET,
CUeT, sIH/IeKC-AeHbIM, BeOMaHU U T.1.).

HanbGonee 49acTo BCTPEHAIOIIUMHUCS IUIOMAAKAMH IS pa3sMEIleHUs
moI00HBIX OOBSIBIEHUN SBISIOTCS CaWTBl CONMAIBHBIX ceTel «B KoHTakTey,
«Onnoknaccuukm», «Instagramy», Takke TaKUMH CalTaMd MOTYT BBICTYIIATE
pecypchl OecraTHEIX 00BsIBIEHUNA «ABHTOY, «IOms» 7§
«auto.ru». 3I0YMBIIUIEHHUK OOBICHAET BHECEHHWE MPENOIUIaTEl TEM, YTO JKHBET B
IPyTrOM PErHOHE ¥ OTPaBUTH TOBAP Cpa3y ITOCIIE TOTO, KaK YAOCTOBEPUTHCS B YILIATE
3a TOBap. 3J0yMBIIIICHHUK MOXKET BBICIATEH KOIHUIO TacopTa (MOIIeIbHYIO).

Taxoke, pacnpocTpaHeHHBIM CIIOCOOOM MOIIEHHMYECTBA B ceTH VIHTEpHeT,
SBIIETCA  CO3JIJaHME CaWTOB HHTEPHET-MAarasvHOB. J3IIOYMBIIUICHHHK  II0
3JIEKTPOHHOM IIOYTe BBICHUIAET JOTOBOP, KOTOPHIM 3allONIHSEeTe 3aKa3uMK, IOCIIe
4ero MpOCUT BHECTHU IpeIOIUIaTy 3a ToBap. BerpeuyaeTcs co3maHmne caidiToB-KIOHOB
Ha KOTOPBIX HCKa)XEHBI PEKBU3WUTHI MOIydaTels. Pasnuurie MOXeT 3aKIrYaTcs
TONBKO B JOMEHHOM HMEHH (HallpuMep: OpUTIHMHANBHBEIN caiiT «tech-point.ruy u
IBOWHUK «tex-point.ruy).

HNHTepHeT-Mara3uHel ¢ Xopoueid pemytanueld pabortaroT 0e3 IpemoIliaThl,
TOBap Ha JIOM IIPUBO3UT Kyphep, TOIBKO IIOCIE€ OCMOTpa W TPOBEPKH TOBapa
IIpOABell INIATUTh JI€HbIU;

IpexJe 4YeM 3akKa3aTh ToBap B MHTepHeTe, moyuTaiiTe OT3HIBBI Ha Pa3HBIX
caiirax o JJaHHOM VMHTepHeT-Mara3uHe Wik BUPTyalIbHOM IPOAABIIE, KaK MPaBHIIO,
BBI Cpa3y 0OHapyKWTe OTpHUIaTeIbHBIE OT3BIBEI THO0 HX OTCYTCTBME O BHIOPAaHHOM
Bamu WutepHe-maraszune (cieayeT chenaTh BBIBOJ O KOPOTKOM IEPHOJE €ro
CYIIECTBOBAHUA);

BHUMaTeJIbHO YUTaliTe Ha3BaHWUs MHTepHeT-marasuHa, mpoOyiiTe 3aliTH Ha
ero caiT C IPYruX CaifToB, TeM caMbIM Bl cpa3y oOHapyKuTe CalTHI-KIOHBI,

u3beraiiTe MOKYIKY TOBapa I10 IpeoIUiaTe;

€ClIM IIeHa ToBapa ropa3fo HIKE IeHbl KaK B OOBIYHBIX PO3HUYHBIX
MarasuHax, Tak 4 B Jpyrux MHTepHeT-mara3uHax, TUOOp Ha pBIHKE B IEJIOM
(HampuMep, TMpPH Tpojaxe aBTOMAIIMHBI 1O 3aHMKEHHOW CTOHUMOCTH),
3alyManTecs!;




3aMpoC MOKyIaTeNneM, IKOOBI I epedUCIIeH s IPEIOILIATEL, THO60 OIIIATHI
3a TOBap HMH(OpPMalUM{ HE TONBKO O MICCTHAJUATU3HAYHOM HOMEPE KapThl
(TpebyeTcsi HCKITIOUUTENIBHO TOJIBKO OH), CPOK €€ HeiCTBHS, JaHHbBIX BIafeibla
TPEX3HAYHOM KOJIe IPOBEPKH IOJIMHHOCTH KapThl, PACIIOJIOKEHHOM Ha 000pOTHOM
CTOPOHE Ha II0JI0Ce JUIs ITOANKCH AepKaTelld KapThl TAK)Ke ABISETCS OJHOM 13 CXEM
HeucTBrsA MolleHHUKoB. He coobmaiite mpu moxymnke ToBapa cBeneHuil o Bameit
OaHKOBCKOH KapTe.

Kak ne cTaTh )xepTBOH MOIIeHHIYeCTBA ¢ GaHKOBCKUMM KapTamu!

ITpu ucnions3oBanuu ycryru « MoOUIIBHBIN OaHKY:

B caygae norpem MobGuibHOro TenedoHa € MOAKIIOYEHHOW YCIyroin
«MOOHIBHBIN OaHK» T MOOMITBHBIM MpuioxerueM «Coepbank Ounain» ciexyer
CPOYHO OOpATHTELCS K OIEPaTOpy COTOBOH CBA3M s GiiokupoBku SIM-KapThsl U B
KonTakTtHbllt 1eHTp Banka s OI0KUpOBKH yCiayrd «MoOHIBHBIA OaHK» /WK
«Cbepbank OHnaitny.

ITpu cMene HoMepa TenedoHa, Ha KOTOPBI IOAKIIOYEHA YCIyra
«MobunpHbli 6aHk», HeoOxonuMo 0OpaTUThCS B IOOOW (uiman (BHyTpeHHee
CTPYKTYPHOE II0Zpa3[elieHne), ¢ LeNbi0 OTKIIOUEHHS YCIYTH «MOOMIBHEIM GaHK»
OT CTapOro HOMepA U IOJKIIOYSHHS Ha HOBBIH.

He cnenyer octaBmsaATh cBoi TenedoH 06e3 IPUCMOTPA, YTO HCKIIOYHTH
HECAaHKI[MOHUPOBAHHOE HCIIOIb30BaHUE MOOMIBHBIX OAHKOBCKUX YCIYT IPYTHMH
JTALIAMH.

He nopximogaiite x ycimyre «MoOuibHBIH OaHK» aOOHEHTCKHE HOMEpA,
KoTopele Bam He mpuHajiexar, o Ipockbe TpeThUX IHIl, Jaxke eciu K Bam
00paTUINCh OT UMEHH COTPYIHUKOB baHka.

IIpu nons3oBaHUM OAaHKOBCKUMH KapTaMU:

C uenpro u3bexars HECAHKIIMOHHUPOBAHHBIX ACHCTBUH C MCIOJIB30BaHUEM
KapTel, He0OX01MMO TpeOoBaTh NPOBEJIEHHs Olepaluii ¢ Hed TONbKO B Bamem
NPUCYTCTBMH, HUKOTJa HE IO3BOJATH YHOCUTH TPETHHM JIMIAM KapTy U3 IO
Bamero 3penns.

B cnygae obOpamienuss kakoro-nubo Juma JIWYHO, MO TeledOHy, B CETH
«uTepHeT», Yepe3 COIMAIBHBIE CETH WIM APYTHM CHOCOOOM, KOTOpPOE€ IIOf
Pa3IMYHBIMY TPEJIOraMy IIBITaeTCs Y3HATh MOJHbBIE JaHHbIe 0 Baireir 6aHKOBCKOM
KapTe: IIeCTHAAATU3HAYHOM HOMEpe, CpPOKe MAEHCTBUS, NAHHBIX BIAJeNbla,
TPEX3HAYHOM KOJle IPOBEPKH IMOJIUHHOCTH KapThl U T.A. (MApOJISX WM APYroi
NEepCOHABHOW WH(pOpManuu), OyIpTe OCTOPOXHBI — OTO SBHBIE IPHU3HAKH
NPOTHBONPABHOW  AesATenbHOCTH. [Ipr  0ObIX COMHEHHMSX peKOMEHIyeTcs
IpeKpaTUTh OOIIeHNe 1 00paTUTHCS B OaHK 110 TentedoHy, yKka3aHHOMY Ha 00paTHO#M
cTOpoHe OaHKOBCKOM KapThl.

He cnemyeTr mpucaymuBaThCs K COBETaM TPETHHX JIMII, a TAaK)Ke OTKa3aThCs
OT HX IIOMOIIY TTPH NPOBEICHNH onepanuii. B cixydae Heo6xoaumocT, oOpammaThest
K COTpyIHHKaM ¢wminana 0aHKa WIA IO3BOHHUTH II0 Tele(oHaM, yKa3aHHBIM Ha
YCTPOMCTBE UIIH OOPATHOH CTOpPOHE KapTe.




Bo wusbexanume WCIONB30BaHMSA KapTHI APYTUM JIHIOM, CHEIYeT XPAaHHTH
ITMH-xox oTHenbHO OT KapThl, He mucars ITMH-kox Ha Kapre, He coobmars [THH-
KOJI IDYT'MM JIMLAM (B TOM YHCJIC POACTBEHHHKAM)

He IIEPEXO/IUTE 1o CCBIIKaM %} HE yCTaHaBIHBalTe
NPUTIOXKEHHs/ OOHOBIICHHUS, IpUIIeIIIHe 110 SMS/MMS/anexkTpoHHOM
noute/MecceHmkepaM (Baiibep, BanAm u ap.), B TOM umciie OT MMEHU bBaHka.
IlomMuuTe, 9TO GaHK HE pacChUIaeT CBOMM KIMEHTaM CCHUIKM HIIM YKa3aHUS
110J00HEIM 00pazoM.

HE BEPBTE IIOJJOBHBIM COOBIUEHMSM, HE ITEPEXOJUATE I1O
CCBIJIKAM, HE OTBEHYAUTE HA COOBILIEHW .

Coo0OmieHus, KOTOpble IPUCHUIAIOT MOTIIEHHIKH !

Ecnu Bbl moTepsanu KapTy MWIM TIOHO3peBaere, YTO OHA YKpaJeHa,
HE3aMeIJIUTENILHO IPOU3BENTE €€ OIIOKHPOBKY.

3ab10KHpoBaTh OAaHKOBCKYIO KapTy MOXKHO Pa3sHBEIMH CIIOCO0aMHu:

ITo Tenedony ropsueit JIMHUN

VYHuBepcanbHbii ciocod. Homep Uit SKCTpeHHO# CBS3M BCeraa yKaszaH Ha
obunmansHOM caiite Ganka. Jlyumie 3apaHee COXpaHHTh HOMEpP ropsuel JIMHHUU
Oanka B MOOMIIEHOM TenedoHe, YTOOB! He Pa3bICKUBATh €r0 B 9KCTPEHHOM ClIydae.
Omneparop ciy»ObI MOANEPIKKU MOMPOCUT Ha3BaTh IMACIIOPTHEIE JAaHHEBIE, KOJOBOE
cioBo mimu CMC-xon, xotopeiii mpunuter Bam Ha Temedon. ITocie storo om
3a0JIOKHPYET KapTy.

Yepe3 MOOUITBEHOE IPUIIOIKEHHUE.

Camelii  ObICTpBIM cmoco0, ecmu y Bac ects moctynm k HuTpemery,
IPUIIOJKEHHE YyXKe yCTAaHOBIIEHO Ha Bamiem TenegoHe W B HEM €CTh OIIIMS IIO
OJIOKMpOBKE KapTe.

B unrtepuer-6anke.

Vnobrno, ecmn y Bac mnojakimoueH WHTEPHET-OAHKHHT M PSIOM €CTh
KOMITBIOTED, IUIAHIIIET WIIK CMapT(HOH C JOCTYIIOM B HHTEpHET. B inaHOM KabuHeTe
Ha calite OaHKa 0OBIYHO ecTh onus «3a0I0KUpoBaTh KapTy». CBoe peleHre HaJio
Oynet monrBepauTh kogom u3 CMC, koTopoe OaHK BBIIILUIET HA Balll HOMEP.

ITo CMC.

HekoTopsie 6anku ucnonssyrot cucteMmy CMC-komana. Ha kopoTkuii Homep
OaHKka HaZO OTHPABUTH KOJOBOE CIOBO (Hampumep, «bnokuposkay). B orBer Bo
HOJIy4UTe KO/, KOTOPBIH HaZl0 CHOBA OTIIPABUTH HA HOMep OaHKa, YTO IMOATBEPAUTE
neicteue. Ho mydine 3apaHee yTOYHHUTD, Ipeiaraet i Bam 6aHk Takyio ycayry u
KaKue KOJ{OBBIE CIIOBA HY)KHO HCIONb30BaTh.

B otnenenuu 6anka.

Ecnu Bel HaxopuTecs psiom ¢ opucoM GaHKa WK IOTepsUTH TeneOH BMeCTe
C KapToii, IUIIHTE 3asBJIeHHE O OJOKUPOBKE KapThl B oTaeneHuu. Ho mis storo
IIOHAI00MUTCS ACIIOPT.

Cpa3y mocie OJIOKHPOBKH KapThl BEI MOXKETE€ OCTaBHTh 3ajiBKy Ha BBIITYyCK
HoBoii. Ecniu Oyzmere peiicTBoBath ObicTpo, y Bac ecTs Oonbmioit maHc BEpHYTH




IOXHUIIEHHOe. BBl MoXXeTe ONpOTeCTOBAaTh ONEPAlMIO IO KapTe, KOTOPYIO
coBepiiayd MomeHHuKU. Ho chenats 370 Hy)XKHO He IO3/Hee CIIEAYIOIIEro JHS
II0CJIE TOTO, KaK IOJIydyuTe OT OaHKa yBeoMIIeHHE 00 omepanuu. YToObl He HaTh
IIaHCa MOIIEHHMKAM YKpacTh Bammu JieHerd, BHUMATEIBLHO OTCIICKHBAMTE BCE
orepanuu 1o kapram. bank o0s13aH yBegomiath Bac 060 Beex miiarexax — B Bamrem
JIOTOBOpE IIPOMMCAHO, KAKUM CIIOCOOOM OH JIOJDKEH 3TO JIeTaTh.

Jlyumie Bcero moaxmounTs CMC-onoBemeHus.

Orcnenute omepauuu 1o kxapre Bbl Moxxkere MoxeTe uepe3 MOOWIBHOE
IPUJIOKEHNEe WU OHJalH-O0aHK. Bceerga MOXXHO IOJIYIHTH BBIIKCKY IO CYETY B
otenennu OaHka W WHOrja uepe3 Gankomar. Ecnm y Bac ykpamum xapty, uMeer
CMBICII ITepelpOBEPUTH BCE ITOCIICAHHIE TUIATESIKH.




